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A  W O R D  F R O M  T H E  C H I E F  E X E C U T I V E  O F F I C E R

O
ur Group places the utmost importance on ensuring 

that all our employees, whether managers or 

employees, and partners act in a fair and honest 

manner, in strict compliance with applicable laws 

and company rules. 

We expect all our employees to behave irreproachably and 

that they always comply with all applicable laws as well as our 

values. All employees must demonstrate integrity, loyalty and 

professionalism. 

No violation of applicable laws and our Code of Ethics and 

Good Conduct may ever be justified, even partially, by the 

fact that an employee is convinced that they are acting in the 

Group’s interest. 

If you have any doubts about whether your actions or those 

of others (outside or inside the Group) you may be aware of 

are lawful and compliant, contact the Ethics Officer (whose 

contact details are available on the intranet (MyLegal, section 

- Ethics and Compliance) or even make use of the Internal 

Whistleblowing System in accordance with the procedure 

described on page 44 of this Code.C O D E  O F  E T H I C S  A N D  G O O D  C O N D U C T

W E  

E X P E C T 

A L L  O U R  

E M P L O Y E E S  

T O  B E H AV E 

I R R E P R O A C H A B LY "

D I D I E R  K AYAT,  
C h i e f  E x e c u t i v e  O f f i c e r  o f  t h e  D a h e r  G r o u p
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WHAT IS THE CODE OF ETHICS 
AND GOOD CONDUCT? 

The Code of Ethics and Good 
Conduct is a practical presentation 
of the main principles which 
should guide the actions of all 
the Group's employees on a daily 
basis. 
The Code may be supplemented 
by detailed rules which must be 
consulted. The Code directly 
refers to these rules through 
active links.

WHO IS THE CODE INTENDED 
FOR? 

The Code is intended for all Group 
managers, employees and agents, 
in France and around the world 
("the Employees"). 
The principles and rules set out 
in the Code must also be applied 
to, and followed by, any suppliers, 
customers, and business partners 
(intermediaries, agents) with 
whom our Group maintains an 
established relationship. 

M A N A G E R S  M U S T  E N S U R E  
T H AT  T H E I R  T E A M 
M E M B E R S  K N O W  A N D 
U N D E R S TA N D  A L L  T H E 
R U L E S  O F  T H E  C O D E " .

I N T R O D U C T I O N HOW SHOULD THE CODE  
BE APPLIED?

We must all familiarise ourselves 
with and understand the rules set 
out in the Code. The Code can be 
viewed at all times in My Legal, 
section - Ethics and Compliance 
on the Group's intranet.
We should all follow the 
mandatory distance and/or face-
to-face training sessions.
Managers must ensure that 
their team members know 
and understand all the rules of 
the Code, and that they have 
completed the mandatory training 
sessions.
When in doubt, we should all 
seek advice from experts if we 
have any questions about how to 
implement the Code's rules (line 
management, Ethics Advisor, 
member of internal control).

HOW CAN YOU REPORT A 
BREACH OF THE CODE?

Any breach of the Code, other 
than the specific facts and 
situations referred to below which 
warrant the use of the Internal 
Whistleblowing System, may 
be reported to the Ethics Officer 
whose contact details can be 
found on the intranet (My Legal, 
section - Ethics and Compliance).

The Group has set up an internal 
whistleblowing system to 
enable the following situations 
to be reported in complete 
confidentiality:
  A felony or misdemeanour;
  A serious and manifest violation of:
-  an international commitment 

which has been ratified or 
approved by the French 
Government; 

-  a unilateral act of an international 
organisation undertaken on the 
basis of such a commitment;

- laws;
- regulations ;
  Threats or anything which might 
negatively impact the general 
interest;

  Any behaviour or situation contrary 
to the Code that constitutes 
corruption or influence peddling 
(see Chapter "Anti-corruption 
policy" on page 23 of this Code);

  Any serious risk to or infringement 
of the human rights and basic 
freedoms, as well as the health 
and safety, of persons and the 
environment, resulting from 
the Group's activities and the 
activities of its subcontractors and 
suppliers in France and abroad.

WHAT ARE THE 
CONSEQUENCES FOR FAILURE 
TO COMPLY WITH THE CODE? 

We are strongly committed to 
ensuring that everyone adheres 
to our ethics and values. 
We will be uncompromising in 
ensuring compliance with our Code 
and any behaviour that violates it 
will be severely punished. 
Any failure to comply with the 
Code may result in various 
measures being implemented, 
either individually or on a 
cumulative basis:

  Disciplinary action, and where 
appropr iate ,  d isc ipl inary 
penalties up to and including 
dismissal in accordance with the 
provisions of the company rules;
  Measures to have any funds or 
assets obtained as a result of a 
breach of the rules of this Code 
be returned and/or repaid; 
  Criminal proceedings, in the 
event of a breach of the rules of 
the Code constituting a criminal 
offence.

All penalties, including criminal 
penalt ies (and excluding 
disciplinary measures), indicated in 
the Code are given for information 
purposes only and may only be 
incurred in France. 

Access to the Code 

  Hand delivered to each 
employee at the signing of the 
employment contract;
  May be consulted on the Group’s 
intranet;
  A ny o t h e r  m e a n s  o f 
communication decided by the 
Group.

U S E F U L 
L I N K S

  The Internal 
Whistleblowing 
System User’s Guide

    The company rules

  How to access My 
Legal? Ethics and 
Compliance section 
on the intranet
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Do not engage in 
any discriminatory 

behaviour.

Do not behave in a 
sexually suggestive or 
inappropriate manner.

Look after your own 
health and safety as 

well as that of the 
people around you in 

your workplace.

Take care that there 
is no infringement of 

freedom of expression.

 Make sure you know 
the actual age of the 

people you supervise.

Pay special attention 
to all persons who are 

vulnerable.

Do not process 
personal data without 

notifying your superiors 
and/or the Data 

Protection Officer.

All legal and 
regulatory 

requirements 
regarding the 

protection of physical 
environments (water, 

air), natural areas (sea, 
forest) and natural 
resources must be 
strictly observed.

All forms of corruption 
are prohibited.

Any and all gifts, 
invitations, or benefits 
of any kind, which are 

solicited, received, 
proposed or given, 

whether directly 
or indirectly must 

comply with specific 
conditions.

No benefits  
may be offered to a 

third party in order to 
secure a decision in 
favour of the Group.

All requests for 
corporate philanthropy 
and sponsorship  must 

be directed to your 
supervisor and the 
Legal Department.

No employee may 
make a decision that 
directly or indirectly 

benefits a person with 
whom he or she has 

family, financial or 
friendly ties.

Do not bestow any 
gifts or favours to a 
politician or political 
party or a religious 

cause without 
previously obtaining 

the express consent of 
the Ethics Officer.

Never talk to 
a competitor 

about allocating 
customers, products 

or markets, even 
within professional 

associations.

Ensure the integrity 
of the partners with 

whom you do business 
and consider checking 

their presence on 
blacklists related to 
criminal activities.

Do not provide any 
strategic information.

Be diligent in 
determining the 

classification, value and 
country of origin for all 

imports.

Avoid any situation 
that could generate 
conflicts between 

your personal interests 
and your obligations 
towards the Group.

Do not disclose any 
confidential Group 
information without 

first requiring that 
a confidentiality 

agreement be signed.

Employees who have 
made or contributed 
to the making of an 

invention must carry 
out the relevant 

declaration in 
accordance with the 

applicable procedure.

It is strictly prohibited 
to use Group property 
or funds for personal 

gain. 

Ensure that contractual 
documents are 

negotiated, approved 
and signed according 

to pre-established 
internal procedures.

K E Y  P O I N T S  O F  T H E  C O D E  O F  E T H I C S  A N D  G O O D  C O N D U C T K E Y  P O I N T S  O F  T H E  C O D E  O F  E T H I C S  A N D  G O O D  C O N D U C T
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CORE PRINCIPLES 

Repeated sexual comments or 
conduct that violate a person's 
dignity owing to their humiliating 
or degrading nature, or that 
create an intimidating, hostile 
or offensive situation 
against them, shall be 
strictly prohibited. 

Any form of severe 
pressure, even if it is 
unrecurring, which is 
carried out for the real 
or apparent purpose of 
obtaining a sexual act 
for the benefit of oneself 
or a third party is totally 
prohibited. 

Malicious acts, whether repeated 
or not, directed against a person 
(derogatory remarks, acts of 
intimidation, insults) shall not be 
tolerated if they result in a significant 
deterioration in the victim's working 
conditions and affect his or her 
rights, dignity, physical or mental 
health or compromise his or her 
professional future.
Such acts constitute offences which 
are punishable under criminal law. 

IT should be noted that:
Victims of harassment may include, 
but are not limited to, employees, 
trainees or apprentices. There need 
not be a subordinate/supervisor 
relationship between the victim and 
the perpetrator. 

The penalties incurred are greater in 
the case of subordinate/supervisor 
relationships.

The penalties incurred are greater in 
the case of subordinate/supervisor 
relationships.No person who reports 
and fights harassment may be 
punished except in the event that 
the report is made in bad faith, 

for the sole purpose of 
causing harm, where 
the facts are perfectly 
known to be inaccurate, 
for example.

PENALTIES 
(EXCLUDING 
DISCIPLINARY 
MEASURES)

Any person guilty of 
harassment is liable to 

criminal penalties of up to three 
years' imprisonment, a fine of 45,000 
euros and compensation for the 
victim. 

WHAT TO DO?

   Do not behave in a sexually 
suggestive or inappropriate 
manner;

   Do not make any threats or abusive 
statements or direct any form of 
violence against an Employee;

   Report any inappropriate behaviour 
aimed at you or others around 
you to your supervisor, the Ethics 
Officer or by using the Internal 
Whistleblowing System (see 
page 44 - Internal Whistleblowing 
System User’s Guide).

The Group will not tolerate 
any sexual, moral or other 
form of harassment of any 
kind, either among Group 
Employees or at the hands 
of or directed against a third 
party, supplier, customer or 
partner. 

In order to develop and 
maintain mutual trust, the 
Group promotes a culture 
of respect, dialogue and 
integration within the Group, 
particularly within the 
management and human 
resources teams.

E NS U R I NG  I N DI V I DUA L DIG N I T Y  
A N D  FO ST E R I NG  M U T UA L T RUST

FOSTERING 
A CULTURE 

OF RESPECT, 
DIALOGUE  

AND  
MUTUAL  

TRUST

C O D E  O F  E T H I C S  A N D  G O O D  C O N D U C T

O U R  S O C I A L 
A N D  E N V I R O N M E N TA L 
E T H I C S

Since its inception, Daher has 
structured its development 
and success  around 

the principles of sustainability, 
quality and added value. The 
Group therefore pays the utmost 
attention to the quality of the social 
and environmental behaviour of 
all its Employees. 

Daher is a member of the UN 
Global Compact. The Group 
pays special attention to ensuring 
that international rules on the 
protection of human rights and the 
environment are strictly applied 
within the Group and among all its 
established partners (customers, 
suppliers and business partners). 

OBSERVING AND PRESERVING 
THE RIGHTS OF ALL 

Our Group considers its entire 
workforce as being essential 
to its success and therefore 
places particular importance 
on the quality of the working 
environment. 

01
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CORE PRINCIPLES

The Group is bound by an obligation 
to prevent occupational risks and 
hardship at work, to inform and 
train its Employees, and to set up 
an appropriate organisation and 
resources. Each Employee must 
take care of his or her health and 
safety as well as that of the other 
persons concerned by his or her acts 
or omissions at work, as appropriate 
to his or her training and possibilities. 
Employees with a certain level 
of responsibility within the Group 
must follow the training courses 
organised on this subject and look 
after the health and safety of the 
teams they manage or lead. 

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES)

In the event of a breach of the rules 
relating to prevention:
   Fines up to 30,000 euros;
   Administrative penalties up to 
2,000 euros.

These financial penalties may 
be imposed both on the Group 
companies involved and on 
their legal representative or the 
Employee to whom powers have 
been delegated. 

In the event of a violation of bodily 
integrity:
   Imprisonment up to 5 years;
   Fines up to 75,000 euros for 
individuals and 375,000 euros for 
legal entities;
   Additional penalties for legal 
entities, such as the closing of a 
business establishment;
   Damages.

The Group companies involved 
and/or their legal representatives 
or the Employee to whom powers 
have been delegated may be held 
liable for such violation of bodily 
integrity. 

WHAT TO DO? 

   Keep yourself and the people 
around you in your workplace 
safe and healthy;
   Comply strictly with the safety 
guidelines and instructions when 
using equipment and/or tools and 
wear protective equipment;
   Familiarise yourself with all the 
informational documentation 
provided by the Group and follow 
the training courses offered by the 
Group;
   Alert your manager in the event of 
any serious and imminent danger 
in your workplace, or any failure 
of a protection system;
   Report to your supervisor any 
stressful situation, any health or 
safety risk in your workplace, or 
any failure to assess or control an 
already identified risk;
   Strive to contribute to the 
continued improvement of 
occupational health and safety.

P ROT EC T I NG  H E A LT H  A N D  SA F E T Y  
AT WOR K A N D  FO ST E R I NG  W E L L -B E I NG  
I N  T H E  WOR K P L AC E

Daher is particularly com-
mitted to health and safety, 
which it considers to be the 
foundation of operational 
excellence. 

Working conditions within 
the Group must comply with 
laws and regulations and 
guarantee the safety and 
physical and mental health 
of all Employees. We take 
into consideration all factors 
that can improve working 
conditions. 

Daher is committed to pro-
viding a high-quality and 
stimulating work environ-
ment for all and prioritises 
the individual professional 
development of each Em-
ployee. 

EACH EMPLOYEE IS 
RESPONSIBLE FOR HIS OR HER 

OWN HEALTH AND SAFETY 
AS WELL AS THAT OF OTHER 
PERSONS AFFECTED BY HIS 

OR HER ACTIONS IN THE 
WORKPLACE

E NS U R I NG  DI V E RS I T Y A N D  P ROMOT I NG 
EQUA L OP P ORT U N I T I E S  ON  T H E  G ROU N D S 
OF M E R I T A N D  A B I L I T Y

CORE PRINCIPLES 

It is forbidden to engage in any 
discriminatory practices based 
on national or ethnic origin, sex, 
marital or pregnancy status, 
physical appearance, particular 
vulnerability resulting from a known 
or perceived economic situation, 
surname, place of residence, 
state of health, loss of autonomy, 
disability, genetic characteristics, 
mores, sexual orientation, gender 
identity, age, political opinions, 
trade union activities, the ability to 
express oneself in a language other 
than French, actual or supposed 
membership or non-membership 
in  a particular ethnic group, nation, 
presumed given race or religion.

No person may refuse to supply 
goods or services or hinder the 
normal exercise of an economic 
activity, exclude a person from a 
recruitment procedure or from 
access to a traineeship or a period 
of on-the-job training on the basis 
of the foregoing considerations. 

No employee may be disciplined, 
dismissed or subjected to any 
direct or indirect discriminatory 
measure, in particular as regards 
remuneration, profit-sharing or 
the distribution of shares, training, 
reclassification, assignment, 
qual i f icat ion,  classif icat ion, 
professional promotion, transfer 
or contract renewal, etc., on the 
basis of the foregoing-mentioned 
considerations. 

IT should be noted that Victims 
of discrimination may include 
individuals and/or companies.

Employees are also prohibited from 
participating in any recruitment, 
promotion, retention, training, 
development or remuneration 
process concerning a person 
belonging to their family or personal 
environment (see "Preventing and 
Reporting Conflicts of Interest" on 
page 39 of this Code). 

PENALTIES  
(EXCLUDING 
DISCIPLINARY MEASURES)

Discriminatory practices may 
constitute offences which may 
be punished by three years' 
imprisonment and a fine of 45,000 
euros for the person guilty of 
the practice, and up to 225,000 
euros for the Group in addition 
to additional penalties such as a 
ban on exercising a professional 
or social activity or disqualification 
from public procurement. 

WHAT TO DO? 

   Support and encourage the 
Group's commitment to diversity 
and inclusion;
   Avoid any form of discrimination;
   R e p o r t  a n y  p e r c e i v e d 
discrimination to your supervisor, 
the Ethics Officer or by using 
the Internal Whistleblowing 
System (see page 44 - Internal 
Whistleblowing System User's 
Guide).

The Group places particular 
importance on ensuring 
that diversity and equal 
opportunities are maintained 
on the basis of merit and 
ability.

The Group is convinced that 
social cohesion is a source 
of innovation and creativity 
and, in collaboration with 
trade unions and employers' 
organisations, pursues 
an active policy of raising 
awareness and promoting 
diversity and equal 
opportunities on the basis 
of real skills, abilities and 
professional experience. 

Daher facilitates measures 
to promote work-life balance 
and to support people with 
disabilities and sheltered 
work organisations. 

Daher honours the right of 
its Employees to form and/
or join the trade unions of 
their choice and to organise 
themselves so that they can 
participate in and/or carry 
out collective bargaining. 
Daher recognises the role 
and responsibilities of trade 
unions and employers' 
organisations, undertakes to 
communicate and negotiate 
openly with them on issues of 
collective interest, to provide 
them with the means to carry 
out their mission and to do 
nothing which might prevent 
them from fulfilling it.
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E NS U R I NG  F R E E D OM  OF 
I N DI V I DUA L A N D  COL L EC T I V E  E X P R E S S ION 
A N D  F R E E D OM  OF A S S O C I AT ION

CORE PRINCIPLES

Any restriction on individual 
and collective freedoms of 
expression shall be prohibited 
unless such restriction is justified 
and proportionate to the intended 
purpose.

The right to express oneself 
freely must take into account the 
employee's duty of loyalty, which 
is reflected in his or her duty to 
exercise reserve and discretion and 
his or her non-compete obligation.

The right to express oneself 
directly and collectively covers 
the content, the working conditions 
and the organisation of the work of 
Employees and is intended to define 
the actions to be implemented in 
order to improve their working 
conditions, the organisation of the 
activity and the quality of production 
in the work unit to which they belong 
and throughout the company.

It is strictly prohibited to discriminate 
on the basis of the establishment 
of a trade union organisation, 
membership in a trade union 
organisation, or representation by 
a trade union organisation (see 
"Ensuring diversity and promoting 
equal opportunities on the grounds 
of merit and ability" on page 12 of 
this Code).

PENALTIES  
(EXCLUDING 
DISCIPLINARY MEASURES)

In the event of a refusal to enter into 
negotiations for an agreement on 
the grounds relating to the freedom 
of expression:
   Up to one year’s imprisonment ;
   Fine up to 3,750 euros.

The Group company (ies) involved 
and/or their legal representatives 
or the Employee to whom powers 
have been delegated may be held 
liable. 

In the event of an infringement of 
individual or collective freedom 
of expression (except in cases 
of discrimination, see "Ensuring 
diversity and promoting equal 
opportunities on the grounds of 
merit and ability" on page 12 of this 
Code) : 
   Damages.

WHAT TO DO? 

Contribute to the promotion of a high 
level of dialogue within the Group 
by using and encouraging everyone 
to use their right of expression in a 
climate of trust.

Report any situation where you 
or someone you know has been 
disproportionately prevented from 
commenting on the work performed, 
from proposing improvements in 
your working conditions, or from 
expressing your opinion. 

Ensure that there is no infringement 
of the collective freedom of 
expression. 

If in doubt, contact your supervisor 
or the Ethics Officer.

The Group considers ex-
pression and social dialogue 
to be key prerequisites for 
the success of the Group as 
a whole.

T H E  R I G H T 

T O  E X P R E S S  

O N E S E L F  F R E E L Y 

M U S T  TA K E 

I N T O  A C C O U N T

T H E  E M P L O Y E E ’ S 

D U T Y  O F 

L O YA L T Y "
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B A N  ON  FORC E D  L A B OU R

CORE PRINCIPLES
It is strictly prohibited to exact any 
work or service from an individu-
al under the threat of any penalty 
and without the 
person having 
voluntarily of-
fered his or her 
services. 

It is also prohib-
ited to employ any person with an 
apparent or known vulnerability or 
dependency for unpaid services or 
in exchange for remuneration that is 
clearly unrelated to the magnitude 
of the work performed. 

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES)

In the event that a vulnerable person 
is employed under unfair conditions:

   Up to 5 years imprisonment ;

   Fine up to 150,000 euros for in-
dividuals and 750,000 euros for 
legal entities;

   Additional penalties.

WHAT TO DO?

   Check whether the principles set 
out above are being applied by 

the subcontrac-
tors and suppli-
ers of the Group 
under your re-
sponsibility for 
the partnership, 
in particular by 

including standard contractual 
clauses which you may request 
from the Legal Department;

   Pay particular attention to any per-
son in a state of vulnerability in or-
der to assist them as best as pos-
sible in their employment-related 
procedures and decision-making;

   Never direct any threats against 
or pressure any person to perform 
a job for the Group. 

The Group will have a ze-
ro-tolerance policy with re-
gard to any form of forced 
labour, whether through 
physical or moral coercion 
or blackmail, both within the 
Group and among its suppli-
ers and/or partner subcon-
tractors. 

Daher intends to assist in the 
elimination of all forms of 
forced and compulsory la-
bour. 

B A NON  C H I L D  L A B OU R

CORE PRINCIPLES

Existing local laws and regulations 
must be strictly applied, in addition 
to the following principles laid down 
by International Labour Organisation 
Conventions Nos. 138 and 182. 

It is prohibited to employ children 
under 16 years of age. 

It is prohibited to employ children 
under 18 years of age in particularly 
dangerous or difficult work. 

The employment of children aged 
between 16 and 18 is permitted as 
long as such employment does 
not prevent them from attending 
school.

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES)

In the event that minors are 
employed under conditions that 
violate French legal and regulatory 
requirements:
   Fine up to 3,000 euros per case 
of employment;

   Damages.

WHAT TO DO? 
   Make sure you know the actual 
age of the people employed 
under your responsibility within 
the Group;

   Check whether the principles set 
out above are being applied by the 
subcontractors and suppliers of 
the Group under your responsibility 
for the partnership, in particular 
by including standard contractual 
clauses which you may request 
from the Legal Department.

The Group will have a ze-
ro-tolerance policy with re-
gard to any employment of 
children, whether within the 
Group or by its subcontrac-
tors or suppliers. The Group 
is committed to actively con-
tributing to the effective ab-
olition of child labour.

IT IS STRICTLY FORBIDDEN  
TO EXACT ANY WORK  
OR SERVICE FROM AN 

INDIVIDUAL UNDER THREAT

THE GROUP WILL APPLY A 
ZERO-TOLERANCE POLICY 

WITH REGARD TO ANY 
EMPLOYMENT OF CHILDREN
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P ROT EC T ION  OF P E RS ONA L DATA 

CORE PRINCIPLES
Personal information must be 
collected and processed in 
accordance with applicable local 
laws and regulations.

A c c e s s  to 
p e r s o n a l 
data must be 
strictly limited 
to persons 
with a "need 
to know", who 
are authorised 
to access such 
personal data, 
and to the 
extent that the purposes for which 
the personal data is collected 
are well defined, legitimate and 
necessary. 

Any consultation or processing in 
any form whatsoever of this type of 
data is prohibited other than within 
this framework. 

Some regulat ions impose 
restrictions on international transfers 
of personal data, including within 
the same Group. 

IT should be noted that: 
Personal data is information that 
directly or indirectly identifies an 
individual, such as his or her name, 
registration number, telephone 
number, photograph, date of 
birth, municipality of residence, 
fingerprint, passport or identity card 
number, or banking information.

IT should also be noted that: 
Personal data processing refers to 
an operation, or a set of operations, 
carried out on such data, such as: its 
collection, recording, organisation, 
storage, adaptation, modification, 

e x t r a c t i o n , 
c o n s u l t a t i o n , 
use ,  t rans fe r , 
dissemination or 
any other form of 
making available, 
m a t c h i n g  o r 
interconnection, 
blocking, erasure 
or destruction.

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES)

Criminal penalties: 
   Up to 5 years’ imprisonment; 

   A fine of up to 300,000 euros for 
individuals and 1.5 million euros 
for legal entities; 

   Additional penalties for legal 
entities, such as a ban on carrying 
out a business activity or exclusion 
from public procurement 
contracts.

The Group company(ies) concerned, 
their legal representative or the 
Employee to whom powers are 
delegated may be held criminally 
liable. 

The Group is particularly 
vigilant with regard to pro-
tecting privacy, and rigor-
ously applies the regulations 
and laws in force to protect 
personal data (in particular 
the General Data Protec-
tion Regulations, known as 
"RGPD" in force as from 25 
May 2018).

Administrative penalties: 
   Private or public warning;
   Private or public financial penalty 
up to 4% of the maximum turnover;
 Injunction.

The Group company(ies) concerned 
may be held liable in administrative 
matters.

WHAT TO DO? 

   Refuse access to any personal 
data in the absence of a need, 
authorisation and a defined, 
legitimate and proportionate 
purpose;

   Do not process personal data 
without notifying your superiors 
and/or the Data Protection Officer;

   Check the applicable rules before 
transferring any personal data 
abroad, including inside the Group.

When in doubt, consult the specific 
Code of Conduct entitled "Personal 
Data Protection Policy and/or IT 
Charter" and/or contact the Data 
Protection Officer.

DO NOT PROCESS  
PERSONAL DATA  

WITHOUT NOTIFYING  
YOUR SUPERIORS AND/OR  

THE DATA PROTECTION  
OFFICER.

U S E F U L 
L I N K S

•   The Personal Data 
Protection Policy ;

•   The IT Charter. 
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R E S P EC T I NG  A N D  P ROT EC T I NG  
T H E  E N V I RON M E N T

CORE PRINCIPLES

The legal and regulatory 
requirements for the protection of 
physical environments (water, air), 
natural areas (sea, forest) and natural 
heritage must be strictly complied 
with.

Measures to prevent pollution, 
risks and nuisances (classified 
installations, waste, noisy activities, 
visual nuisances, nuclear safety) 
must also be strictly complied with. 

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES)

Criminal penalties :
   Fines of up to 1,000,000 euros for 
individuals and 5,000,000 euros 
for legal entities; 

   Additional penalties.

The Group company(ies) concerned, 
their legal representative or the 
Employee to whom powers are 
delegated may be held criminally 
liable.

Administrative penalties: 
   Fines;
   Administrative measures.

The Group company(ies) concerned 
may be held liable in administrative 
matters.

 
WHAT TO DO? 

   Support and nurture the 
Group's policy by contributing 
to the development of systems 
to monitor environmental 
certifications, indicators and 
environmental objectives; 

   Follow the training and awareness 
sessions which the Group 
organises for its Employees; 

   In  part icular ,  when you 
contribute to Group's activities 
that are particularly exposed 
to environmental risks and to 
administrative management rules 
governing industrial pollution, you 
are advised to consult the specific 
documents relating to safety and 
classified installations accessible 
in the "QualNet" section of the 
intranet site.

LINK TO QUALNET

   Limit the consumption of energy 
and natural resources (water, 
paper, electricity, etc.);

   Favour environmentally friendly 
partners.

Our Group considers en-
vironmental protection 
to be a matter of priority 
and a concern for all and 
is therefore committed 
to strictly complying with 
regulations designed to 
protect nature and combat 
pollution and nuisances. 

It is committed to con-
trolling and reducing the 
environmental footprint 
of its activities by strictly 
applying the principles of 
precaution and respon-
sibility and by promoting 
the development and dif-
fusion of environmentally 
friendly technologies.

PLEASE NOTE: 
A SINGLE ACT  

OF CARELESSNESS  
IS SUFFICIENT TO RESULT IN 
PENALTIES BEING IMPOSED  

AND AN APPROVAL  
BY THE ADMINISTRATION  

DOES NOT RELIEVE A COMPANY  
OF ALL LIABILITY.

E N V I R O N M E N TA L

P R O T E C T I O N

I S  A  M A T T E R 

T H A T  S H O U L D

B E  A  P R I O R I T Y 

F O R  A L L  O F  U S "



2322

C O D E  O F  E T H I C S  A N D  G O O D  C O N D U C T

O U R  B U S I N E S S  
E T H I C S

Our Group places the greatest importance 
on the fair and honest conduct of all its 
Employees in strict compliance with 

applicable law and company rules.

ENSURING RULES OF GOOD CONDUCT ARE  
OBSERVED WITH REGARD TO THIRD PARTIES

A N T I- COR RU P T ION 
P OL ICY 

CORE PRINCIPLES

WHAT CONSTITUTES  
WRONGDOING?
Acts of corruption and influence 
peddling are prohibited by 
international conventions and local 
laws in most of the countries where 
our Group operates. 

Under the extraterritorial application 
of certain national anti-corruption 
regulations, the existence of a 
bank account, the use of a local 
intermediary, or even the sending 
of an e-mail may constitute sufficient 
grounds for local courts to prosecute 
a Group company located in another 
country, regardless of the place 
where the offence was committed. 

In addition, Group companies 
must comply not only with French 
and European anti-corruption 
regulations but also with those of 
other countries, such as American 
legislation ("the FCPA") or English 
legislation ("the UK Bribery Act"). 

Examples of extraterritorial 
application of anti-corruption laws:
   A Group company may be sued 
by a French court for having paid 
bribes outside French territory;
   A Group company may be 
prosecuted by US courts, on the 
basis of the FCPA, if the bribe was 
paid in US dollars or if the act of 
corruption took the form of an 
e-mail sent via an American server.

Aside from the criminal sanctions 
incurred, the Group's reputation and 
image may be seriously and durably 
sullied, even by an accusation, 
which may prove to be groundless, 
of involvement in acts of corruption 
or influence peddling. 
Not only is participation in such acts 
strictly prohibited, but all Employees 
are also strongly urged to ensure 
that all of the Group's customers 
and suppliers comply with the same 
anti-corruption standards. 

    All forms of corruption are 
prohibited:

- Active or passive corruption: 
active corruption is committed by 
any person offering or granting an 
undue benefit; passive corruption is 
committed by any person soliciting, 
accepting or receiving such an 
undue benefit.

- Public or private corruption: 
public corruption refers to the abuse 
of power by a public official in return 
for an undue benefit, while private 
corruption refers to a situation in 
which a private sector employee 
abuses his or her position.

- Direct or indirect corruption: 
corruption can occur directly or 
indirectly (through, for example, a 
local intermediary).

Corruption undermines po-
litical, social and economic 
stability and undermines cit-
izens' trust in authorities and 
institutions. 

Engaging in corruption is to-
tally prohibited and is not a 
practice used by the Group 
in its business and in its 
dealings both with its private 
or public partners and in its 
dealings with its customers 
and suppliers.

Our Group is committed to 
actively participating in the 
fight against this scourge 
and will show zero tolerance 
towards any act of corrup-
tion perpetrated or encour-
aged by any of its partners, 
customers, suppliers or em-
ployees.

This anti-corruption policy 
illustrates the Group's ac-
tive and comprehensive ap-
proach to preventing corrup-
tion and influence peddling. 

02
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   The practice is prohibited 
regardless of the form of the 
benefit granted (donations, 
loans, fees, gifts, taxes, etc.).

 
The following constitute acts of 
corruption: 

- paying or proposing to pay a 
commission to the buyer of a 
public entity in order to skew 
the tendering procedure for 
industrial equipment;

- suggesting that a public official 
take a stake in a project company 
by means of a figurehead, with 
the authority employing the 
public official being a customer 
of the project company.

IT should be noted that
It does not matter whether the 
benefit that is granted, proposed 
or paid;
• occurs before or after the act, 
• is or is not actually paid,
• is tangible or intangible,
• is the act of a third person 
• is carried out in return for actual 
or assumed influence.

   The practice is prohibited 
regardless of the act that is 
anticipated (be it an act or a 
failure to act) in return for the 
benefit granted. 

 
The following constitute acts of 
corruption:

- asking a public official to revoke 
an instrument establishing a right 
of way on land in the public 
domain in order to allow an   long-
term public/private concession 
agreementto be signed;

- soliciting a public official to 
artificially create the conditions 
allowing the applicant to avoid 
the rules applicable to public 

procurement in order to ensure 
that the contract is awarded.

IT should be noted that
Any direct and/or indirect 
participation in an act of corruption 
constitutes wrongdoing. Persons 
who commit acts of corruption, 
as well as their accomplices or 
receivers, are liable to criminal 
prosecution.

WHAT ARE THE PRINCIPLES 
AND RULES THAT MUST BE 
FOLLOWED??
Our Group establishes very 
stringent rules to prevent acts of 
corruption and influence peddling 
by all Employees and supervises 
Employees’ compliance with such 
rules. 

     Benefits, gifts and invitations
Principle: gifts, invitations or 
benefits of any kind, which are 
directly or indirectly solicited, 
received, offered or given, are 
prohibited with respect to both 
public officials and private persons. 

On an exceptional basis, gifts of 
modest or symbolic value that 
are given in a transparent manner 
may be tolerated if they are not 
likely to influence a decision or 
behaviour. Any gift or invitation 
must be authorised in advance 
in writing by your direct superior, 
regardless of its value.

IT should be noted that
The term "public official" is 
interpreted broadly and may be 
a national, foreign or international 
public official (state official, 
official of a local or territorial 
authority or international official), 
an elected official, a national, 
foreign or international judicial 
officer (member of a court, court 

I T  I S  
S T R I C T LY 
F O R B I D D E N 
T O :

  Give, promise, offer or 
agree to give (to a public 
official or private person);

   Receive or solicit (from a 
public official or a private 
person).

ANY UNDUE BENEFIT 
whatsoever (money, gift, in-
vitation, travel, preferential 
treatment, etc.)

WITH THE INTENTION 
OF INFLUENCING 
the behaviour of a person, 
company,or a public or pri-
vate organisation

FOR THE PURPOSE OF 
having this person/com-
pany/organisation carry 
out or refrain from carry-
ing out (in violation of the 
latter's legal, regulatory 
and/or professional obli-
gations) any act under its 
or their professional remit.  

of appeal, etc.), any employee 
working within a public or state-
controlled organisation. 
If you have any doubts about the 
status of your contact person as 
a "public official", please contact 
the Legal Department.

Examples of conduct that is 
prohibited in dealings with public 
officials: 
   An Employee responds to a 
call for tenders for industrial 
equipment launched by an 
administrative authority. The 
public official in charge of the call 
for tenders asks the Employee to 
offer a job to a family member or 
friend within a Group company. 
The Employee must refuse this 
request;
   In return for the revocation of 
an administrative authorisation 
blocking a building permit for the 
construction of a plant abroad, 
the Employee agrees to pay an 
undue tax or contribution to a 

local authority in order to facilitate 
the obtaining of a building permit.  
The Employee must not yield to 
this request.

Examples of conduct that is 
prohibited in dealings with private 
persons (individuals or legal 
entities): 
   In negotiations for the sale of 
an aircraft, the buyer proposes 
to raise the price of the aircraft 
and to pay, in the form of a 
commission, the portion of 
the price corresponding to the 
increase to an intermediary 
company controlled by a 
member of the buyer's family. 
The Employee must refuse this 
request;

➢    In return for a luxurious trip for 
the buyer and his or her family, 
the buyer suggests including 
specifications in a tender 
for aeronautical equipment 
containing technical criteria that 

only our company can meet. 
The Employee must refuse this 
proposal;
   After the Employee refuses 
this proposal, the buyer then 
requests, in return for the 
specifications being drawn up 
in favour of our company, that a 
service contract be signed with a 
company managed by one of his 
or her friends, without the use of 
a call for tenders and at rates that 
do not reflect market conditions. 
The Employee must yet again 
refuse this request.

An Employee has scheduled 
lunch with an important customer 
to discuss ongoing business 
dealings. Just before lunch, 
the Employee learns that the 
customer has launched a call for 
tenders that is very promising for 
the Group. The Employee asks his 
supervisor to take the customer 
out to lunch in a gourmet 
restaurant. 
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The Employee must not only 
abandon his project to take 
the customer out to a gourmet 
restaurant, but it is even highly 
recommended that he or she 
cancel the lunch by replacing it 
with a working meeting, either 
at his office or at the customer's 
office. The Employee will inform 
the customer that he or she is not 
able to take him or her out for a 
meal while our company is bidding 
on the call for tenders issued.

    Facilitating payments
Principle: It is prohibited to make 
unofficial payments for the 
purpose of having a French or 
foreign public official speed up an 
administrative procedure falling 
within his or her remit (customs 
clearance of goods, obtaining a 
visa or a building permit, etc.).

IT should be noted that
Facil i tat ing payments are 
prohibited:
•   Even if they generally represent 

a small amount of money 
•  Even if the objective of the 

facilitating payment is not to 
get the public official to commit 
an illegal act or an act that 
is in conflict with his or her 
professional obligations (the 
objective of the facilitating 
payment is, in most cases, to 
accelerate a procedure which 
the official is entitled to perform).

Example of prohibited behaviour
Aeronautical equipment is being 
blocked by customs abroad. The 
official in charge requests a bribe 
of 500 euros from the Employee 
to clear the selected equipment 
quickly through customs. The 
Employee must refuse this 
proposal;

   Influence peddling

Principle: It is prohibited to 

unlawfully present offers, 

promises, donations or benefits, 

either directly or indirectly, to 

a third party (private person or 

public official) so as to have him 

or her abuse a real or supposed 

influence with a decision-making 

person in order to obtain a decision 

favourable to the Group. 

PLEASE keep in mind:

Influence peddling is prohibited 

and penalties may be imposed 

even if the person whose 

influence has been sought is only 

assumed to have an influence 

and  is ultimately unable to give 

the person who solicited such 

influence an advantage.

Example of prohibited behaviour

In the context of an international 

carriage operation destined for 

a country where procedures are 

in place that may lead to delays 

in delivery and additional costs, 

the Employee is asked to pay a 

commission to a local intermediary 

who claims to have or maintains 

privileged relations with a public 

official in order to facilitate local 

import formalities. The Employee 

must not yield to this proposal.

   Corporate philanthropy and 

sponsorship

Principle: The Group closely 

regulates responses to requests 

for corporate philanthropy and 

sponsorship. All Employees 

dealing with such requests must 

consult their supervisor or the 

Legal Department for details of 

the internal procedure applicable 

to corporate philanthropy and 

sponsorship operations.

Any payment of a donation, 

contribution to an association or 

foundation - in violation of the 

applicable internal procedure 

- may be qualified as an act of 

corruption.

Example of prohibited behaviour

By definition, anti-corruption 

regulations view as highly suspect 

the payment of a donation to a 

charitable association or the 

sponsorship by the company of an 

event organised by an association 

having as an active member an 

official who takes part in public 

tenders for which the company 

is bidding.

   Assessment of intermediaries 

and compliance with the Code

Principle: relations with third-

party partners (in particular 

intermediaries and local agents) 

are particularly exposed to 

corruption risks. 

Consequently, each Employee 

who has contacts with a third-

party partner must: 

➢• Before entering into or renewing 

a business relationship with a 

third-party partner, carry out a 

risk analysis in accordance with 

the Group's specific procedures 

on corruption, including the 

Intermediary Compl iance 

questionnaire - Information 

Form. If there is any doubt as to 

the integrity of the third party, a 

more detailed examination must 

be carried out and, on the basis 

of the information gathered, a 

decision may be taken not to 

enter into a business relationship 

or not to renew the contract with 

the intermediary;

➢• Ensure that the agreement 
between the company and third 
parties contains standard clauses 
whereby third parties must 
undertake to comply with this 
Code and must expressly refrain 
from engaging in acts of corruption 
and/or influence peddling. If these 
clauses are not included in the 
current agreements, a rider to the 
agreement must be signed with 
the third party.

Example of prohibited behaviour
To cover the costs of acting 
as a representative to foster 
a customer's loyalty in the 
aeronautics industry, a local 
intermediary submits an invoice 
increasing his or her commission 
from 5 to 20% and requests that 
this invoice be paid very quickly. 
The intermediary alternatively 
proposes that the company 
place an order for products from 
a local supplier for an amount 
corresponding to the difference 
in the commission previously 
requested. 

The Employee must not yield to 
this proposal and must forward 
the intermediary's requests to 
his or her superiors to determine 
whether the relationship with 
the intermediary should be 
terminated.

   Conflicts of interest
Principle  : all Employees must 
refrain, within the scope of their 
duties, from taking a decision 
that may appear to be contrary 
to the Group's interests, which 
may directly or indirectly benefit 
a person with whom they have 
family, financial or friendly ties (see 
Rules relating to the prevention 
and declaration of conflicts of 
interest - page 39 of the Code). 
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PENALTIES  
(EXCLUDING 
DISCIPLINARY 
MEASURES)

In France, the penalties for this are: 
   A 5- to 10-year prison sentence 
and a fine of between 500,000 
and 1 million euros for an 
individual (or twice the gain 
generated by the offence) ;
   Fine of 2.5 to 5 million euros for a 
legal entity (or 10 times the gain 
generated by the offence);
   Additional penalties: deprivation 
of civil, civic and family rights for 
5 years, temporary or permanent 
ban on holding public office, 
ineligibility, etc. 

Any Employee who commits, 
or is complicit in or conceals 
the offence, as well as any 
Employees to whom powers have 
been delegated, and any Group 
companies. 

PLEASE keep in mind that :
Any Group company may 
also incur penalties (fines and 
prison sentences) imposed by 
foreign jurisdictions due to the 
extraterritorial nature of anti-
corruption laws. For example: 
➢•  FCPA (USA): criminal fine of 

$2 million for legal entities 
and $100,000 for individuals 
(with a maximum of 5 years' 
imprisonment), in both cases 
up to twice the gain generated 
by the offence; civil fines and 
additional penalties;

➢•  UK Bribery Act (GB): prison 
sentences of up to 10 years and 
unlimited fines;

•  Chinese regulations: l i fe 
imprisonment (or even death 
penalty).

WHAT TO DO? 

   Seek information and training 
in accordance with the Group's 
obligations and refer to the 
Group's specific procedures on 
corruption; 

   Include our standard anti-
corruption clauses in all sales 
agreements and contracts with 
suppliers and intermediaries. For 
help with this, contact the Legal 
Department;

   Send the " Intermediary 
Compliance questionnaire - 
Information Form" and have it 
returned to you, duly completed, 
before entering into any business 
relationships with intermediaries. 
Ask the Ethics Officer or the 
Legal Department to review the 
questionnaire;

   Inform your supervisor or Ethics 
Officer if you suspect or are 
certain that you are being asked 
to pay or accept a bribe (in any 
form);

   If you wish to report an act of 
corruption on a confidential basis, 
use the Internal Whistleblowing 
System as described in the " 
Internal Whistleblowing System 
User's Guide";

No Employee shall be punished, 
dismissed or subjected to any 
discriminatory measure for having 
reported, disclosed or testified, in 
good faith and in a disinterested 
manner, acts of corruption and/
or influence peddling, to his 
superior or through the Internal 
Whistleblowing System.

   If you have paid a bribe, 
regardless of the amount, or if 
you know that someone else has 
done so, you must report this 
to your supervisor, your Ethics 
Officer or the Legal Department. 

R E L AT IONS  
W I T H  P OL I T ICA L PA RT I E S

CORE PRINCIPLES 

Employees are totally free to 
contribute personally to a candidate 
or political party of 
their choice.

Any contribution 
made from Group 
resources to a party 
and/or candidate 
and/or polit ical 
campaign and/
or religious cause 
must comply strictly 
with local laws and 
regulations. 

Any lobbying activity in the name 
and on behalf of the Group carried 
out on a regular basis must be 
declared to the High Authority for the 
Transparency of Public Life (Haute 
Autorité pour la Transparence de la 
Vie Publique).

PENALTIES  (EXCLUDING 
DISCIPLINARY MEASURES) 
Criminal penalties :
   Up to 3 years’ imprisonment; 
   Fines of up to 45,000 euros for 
individuals and 225,000 euros for 
legal entities;
   Additional penalties.

The Group company(ies) concerned, 
their legal representative or the 
Employee to whom powers are 
delegated may be held criminally 

liable.

WHAT TO DO? 
Do not  g rant 
a n y  d o n a t i o n 
or preferent ia l 
treatment to a 
politician or political 
party, or a religious 
cause in the name 
and on behalf of the 
Group without the 
Ethics Officer's prior 
express consent. 

Ensure that you notify the Ethics 
Officer of any dealings with political 
actors in the name and on behalf 
of the Group.

Our Group is particularly 
committed to respecting the 
freedom of political opin-
ions. It also mindful to en-
sure the independence of 
politics and the transparency 
of public life DO NOT GRANT 

ANY DONATION 
OR PREFERENTIAL 

TREATMENT TO 
A POLITICIAN OR 

POLITICAL PARTY, OR 
A RELIGIOUS CAUSE 
IN THE NAME AND  

ON BEHALF OF  
THE GROUP

U S E F U L 
L I N K S

•   My Legal - Ethics 
and Compliance 
section of the 
Group's intranet  
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F I NA NC I A L I N T EG R I T Y  
A N D  A N T I-MON EY L AU N DE R I NG  P OL ICY 

CORE PRINCIPLES 

All money laundering operations 
are strictly prohibited. 

IT should be noted that: 
A money laundering operation is 
an operation consisting in con-
cealing the fraudulent origin of 
sums of money in order to re-in-
troduce them into the economy 
by participating in a perfectly law-
ful commercial act. 
The sums of money thus reintro-
duced into the economic circuit 
are most of-
ten the result of 
criminal activities 
such as corrup-
tion, terrorism or 
drug trafficking.
Money launder-
ing techniques 
may include the use of complex 
corporate structures or intermedi-
ate accounts. 

IT should also be noted that: 
A money laundering operation 
does not necessarily have to be 
lucrative and knowledge of the 
fraudulent origin of the sums of 
money can be deduced from fac-
tual circumstances such as the 
lifestyle of the perpetrator of the 
original offence or crime. 

There must be strict compliance 
with accounting laws and regula-
tions, and in particular compliance 
with the principles of transparen-
cy, legality and accuracy of the fi-
nancial statements to ensure that 
they accurately and fairly reflect 
the transactions carried out. 

Any recording of inaccurate, mis-
leading, incomplete or deceptive 
information in the accounting re-
cords is strictly prohibited and will 
be severely punished. 
Any alteration or deletion of the 

Group's account-
ing records with-
out prior author-
isation is strictly 
prohibited. 
Any disclosure of 
false or mislead-
ing financial in-

formation to a customer, supplier, 
regulator or any third party is also 
strictly prohibited. 
Accounting documents must be 
kept in accordance with the reg-
ulations in force and the Group's 
internal procedures.

The Group is committed 
to the international fight 
against money laundering 
and regards transparency 
and integrity to be key to 
the proper functioning of the 
economy. 

The Group's strong inter-
national presence in sensi-
tive areas such as defence, 
transport and nuclear ener-
gy requires us to be abso-
lutely vigilant in this area.

ACCOUNTING LAWS AND 
REGULATIONS MUST BE 

STRICTLY OBSERVED. IT should be noted that: 
The main rules governing the in-
tegrity of accounting are as fol-
lows:
- All operations carried out must 
be recorded in the accounting 
records of the corresponding 
entity in complete transparency. 
- All assets must be booked as 
soon as they are acquired. 
-t All business transactions must 
be accurately described in the 
supporting documents. 
- All payments must be ap-
proved and made, even partially, 
for the sole purposes described 
in the documents produced in 
support of the request. 
- All entries in the Group's books 
and records must reflect the 
supporting documents and must 
be based on supporting docu-
ments.

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES) 
The company and/or the Em-
ployees involved may incur 
criminal penalties (imprison-
ment, fines, and additional pen-
alties such as ban on carrying 
out a business activity or exclu-
sion from public procurement 
contracts). 

WHAT TO DO? 
   Be sure to get to know your 
customers and suppliers well 
and be vigilant about any in-
voice, order or any unusual 
payments; 
   Report any unusual transac-
tions to the Ethics Officer;
   Check that the information you 
provide to the accounting and 
financial departments is accu-
rate;

   Never agree to falsify reality 
and/or participate in fictitious 
transactions;
   Check the integrity of the part-
ners with whom you work and 
consider checking whether 
they are on blacklists for crimi-
nal activities;
   Pay particular attention to all 
cross-border transactions; 
   If you suspect that the above 
rules have been breached, you 
must issue an alert in accord-
ance with the Internal Whistle-
blowing System described on 
page 44 of this Code.
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Given that unrestricted and 
fair competition is the guar-
antee of a healthy market 
economy that benefits every-
one, our Group is firmly com-
mitted to ensuring that all 
its employees and partners 
abide by these principles.

OB S E RV I NG  
COM P E T I T ION  RU L E S

CORE PRINCIPLES 
Economic actors operating on 
the same national or international 
market must refrain from distorting 
competition and acting unfairly 
towards their competitors and 
partners.

WHAT ARE THE MAIN ANTI-COM-
PETITIVE PRACTICES THAT ARE 
SUBJECT TO PENALTIES?
  Tacit or express agreements 
between competitors to fix prices 
or to share customers and/or 
markets;
   Exchanges of confidential or 
strategic information between 
competitors; 
   Imposing resale prices on its 
distributors;
   Abuse of a dominant position (any 
commercial practice may be at risk 
if the company holds more than 
30-40% of a market and there is 
no competitor of the same size).

Example: 
One of our competitors in the field 
of aeronautical equipment proposes 
to hold a meeting in order to discuss 
in advance how to respond to a call 
for tenders issued by an aircraft 
manufacturer. The purpose of the 
meeting is to agree on the price 
and terms of the offer in order to 
share markets and keep prices 
under control. This practice might 
also make it possible to foreclose 
foreign competitors to which 
promises might be made that they 

would be assigned a portion of the 
industrial load. The Employee must 
not accept this proposal.

WHAT ARE THE MAIN UNFAIR 
PRACTICES OF WRONGDOING?
   Taking advantage of a competitor's 
efforts and investments at a lower 
cost (parasitism);
   Discredit ing a competitor 
(disparagement) ;
   Hiring away the competitor's staff 
in violation of a non-competition 
clause (disruption of the business).

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES):
Depending on the geographic 
market affected by the anti-
competitive practices, penalties 
may be imposed by the French 
Competition Authority, the European 
Commission and/or the Federal 
Trade Commission (FTC). 
The fines levied are quite significant 
(up to 10% of the Group's worldwide 
turnover) and may even involve 
criminal penalties against individuals 
(up to 3 years in prison and a fine 
of €75,000).
A company convicted of anti-
competitive practices may also be 
ordered to pay significant damages 
to disadvantaged competitors.

WHAT TO DO?
When negotiating commercial or 
acquisition agreements between 
competitors/partners 
   Never enter into discussions 
with a competitor concerning 
a distribution of customers, 
products, markets (in particular in 
the context of calls for tenders) 
or the coordinated application 
of a price or discount, even 
within professional associations 
or within the framework of 
common structures (joint ventures, 
temporary groupings such as 
consortia, etc.);

   Do not provide any strategic 
information (production costs, 
marketing plans, names of 
customers or suppliers, sales 
prices, plans to expand or reduce 
production capacity, etc.) ;

   Do not provide distributors with 
any instructions on resale prices;

   Be cautious in your business 
practices if you hold a much larger 
market share than competitors. If 
you have any doubts about market 
positioning, contact the Legal 
Department.

WHEN hiring away a member of a 
competitor’s staff; 
   Always check whether and to 
what extent the non-competition 
clause has been included in the 
employment contract of the staff 
members who have been hired 
away.;

   Always monitor how the recruited 
staff obtains information about the 
competitor and be vigilant about 
the use of any strategic information 
obtained in this way. 
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Our Group is present in elev-
en countries and has cus-
tomers and partners all over 
the world. We do a lot of 
international trade and it is 
crucial for the development 
of our Group.

Some of our activities are 
particularly sensitive to in-
ternational trade regulations, 
particularly with regard to 
rules governing military 
equipment, the transport of 
explosive products, the pro-
tection of defence secrets, 
and dual-use civil and mili-
tary goods. 

All Employees involved in 
international trade must be 
aware of and strictly com-
ply with applicable laws, 
regulations and restrictions 
regarding imports, exports, 
boycotts, customs duties 
and embargoes.

OB S E RV I NG  
I N T E R NAT IONA L T R A DE  RU L E S

CORE PRINCIPLES

Exports and re-exports of goods and 
technologies (technical data, know-
how, software, etc.) are subject to 
an array of laws and regulations that 
include simple declarations, prior 
authorisations, restrictions and even 
bans on exports to certain countries 
or individuals or organisations. 

IT should be noted that
Any transmission of technical data 
relating to equipment controlled un-
der military or dual-use regulations 
to a foreign partner on French soil 
constitutes an export.

Some countries, such as the Unit-
ed States, restrict the export or 
re-export of products that initially 
originated in their territory but are 
present in another territory and/or 
are incorporated in equipment of 
foreign origin. 
The principal continues to be liable 
even if a third party is involved in 
carrying out the mandatory verifica-
tions and administrative formalities.
Imports are also subject to strict 
administrative formalities and pos-
sible customs duties, both of which 
vary according to the nature of the 
imported goods (whether they are 
tangible or intangible, their value, 
their country of origin, etc.)

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES)

The penalties that may be imposed 
have the potential to be catastrophic 
for the Group' s growth.
   Financial penalties;
   Loss of import or export rights 
(inclusion on embargo lists with 
a ban on commercial transactions 
in certain geographical areas).

WHAT TO DO?

   Read and understand the export 
control procedures described in 
the Internal Compliance Program 
(MAN-0013);
   Before entering into a contractual 
relationship, check that the pro-
spective partner and its sharehold-
ers are not present on the various 
black lists, in particular the lists of 
persons and countries subject to 
sanctions published by the USA 
and Europe, as well as the Daher 
Country List updated by the Group 
Risk Department and the Audit and 
Internal Control Department;
   Ensure that all regulatory formal-
ities have been carried out and 
take special care in maintaining 
the mandatory documentation;
   Check that export control obliga-
tions and the allocation of these 
obligations are included in contrac-
tual agreements with our partners 
(customers, principals, agents, etc.);
   Carefully assess the classification, 
value and country of origin of all 
imports;
   Do not sign any commitment re-
lating to compliance with export 
control regulations, the end use of 
purchased equipment or the clas-
sification of manufactured equip-
ment for export control purposes;
   Consult the Legal Department for 
approval or if you have any ques-
tions.

As free and fair competition 
is the key to a healthy and 
mutually beneficial market 
economy, our Group is firmly 
committed to ensuring that 
all its employees and part-
ners respect these princi-
ples.

P OL ICY G OV E R N I NG  T H E  S E L EC T ION  
A N D  US E  OF ECONOM IC  PA RT N E RS

CORE PRINCIPLES

Our Group is committed to 
establishing healthy, fair, equitable 
and transparent relationships with all 
its partners, including suppliers and 
intermediaries. The objective is to 
establish, develop and consolidate 
long-term partnerships based on 
mutual trust. 

Suppliers are selected on the 
basis of a responsible purchasing 
policy, which usually involves 
competitive procedures. Suppliers 
are on an equal footing throughout 
the procedure and are selected 
on the basis of objective, fair and 
transparent criteria. 

Intermediaries are also rigorously 
selected and intermediaries' 
compliance with the Code's 
values is also a prerequisite for 
their involvement. Before selecting 
or renewing the contract with 
intermediaries, an assessment of 
the integrity of the intermediary 
must be carried out in accordance 
with the "Intermediary Compliance 
questionnaire - Information Form" 
procedure. At all times, efforts should 
be made to ensure that the services 
provided by the intermediary are 
real and give rise to a remuneration 
that is justified and in line with the 
services provided. 
 
The Group must not propose, accept 
or tolerate any act of corruption 
initiated by the Employee (active 
corruption) or the supplier and/or 
intermediary (passive corruption) 

with a view to circumventing the 
selection rules put in place by the 
Group (see "Anti-Corruption Policy" 
on page 23 of this Code).

All Employees must avoid selecting 
a supplier and/or intermediary 
with whom they have financial, 
family or friendly ties, even if such 
ties are indirect or distant. In any 
event and prior to selecting the 
supplier or intermediary in question, 
Employees must file a conflict of 
interest declaration, in accordance 
with the procedure described in the 
section " Preventing and Reporting 
Conflicts of Interest " on page 39 of 
this Code. 

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES)

Any Employee who circumvents or 
violates the rules and procedures 
for selecting suppliers and 
intermediaries implemented by the 
Group will be subject to disciplinary 
penalties, which may include the 
Employee's dismissal.

ALL EMPLOYEES  
MUST AVOID  

SELECTING A SUPPLIER 
AND/OR INTERMEDIARY 
WITH WHOM THEY HAVE  

A RELATIONSHIP
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WHAT TO DO?
   Before signing contracts with 
suppliers and/or intermediaries, 
make sure that they include 
clauses relating to compliance 
with the Code and/or the Group's 
Anti-Bribery Policy;
   Refuse any actual or attempted 
corruption by a supplier or 
intermediary and report this 
incident to your supervisor 
or through the Internal 
Whistleblowing System (which 
you can use as outlined in the 
"Internal Whistleblowing System 
User’s Guide" on page 44 of this 
Code);
   Do not offer or accept any 
contract with a supplier or 
intermediary who does not meet 
the selection criteria adopted by 

the Group or with whom you have 
a relationship or have any ties, 
even indirect ones. 

 
Declare any ties or relationships, 
even if they are indirect, with 
a supplier or intermediary in 
accordance with the "Conflict of 
Interest Prevention and Reporting" 
Procedure.

U S E F U L 
L I N K S

•   the "Internal Whis-
tleblowing System 
User’s Guide"
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P R EV E N T I NG  A N D  R E P ORT I NG 
CON F L IC TS  OF I N T E R E ST

CORE PRINCIPLES

No decisions may be taken in the 
name and on behalf of the Group 
without prior authorisation when 
there is a conflict of interest. 

You may not influence a call for 
tenders or contract negotiations by 
using your position within the Group.

Please note: 
A conflict of interest exists when 
an Employee's non-work-related 
activities or personal relationships 
are likely to interfere with his or her 
ability to decide and act in the best 
interests of the Group. 

For example, a conflict of interest 
exists when:
   An Employee, a 
member of his 
or her family 
or a  c lose 
acquaintance is 
likely to derive 
personal gains 
from his or 
her position, 
influence or 
knowledge of 
confidential information within 
the Group;
   An Employee holds interests in a 
company that competes with or 
is engaged in an activity that is 
related to Group activities.

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES)

See penalties provided for in the 
"Anti-corruption policy" chapter on 
pages 22 et seq. of this Code.

WHAT TO DO?

Avoid any situation likely to generate 
conflicts between your direct or 
indirect personal interests and your 
obligations towards the Group and/
or which might affect the impartiality 
and objectivity of any decision you 
make.

Contact the Ethics Officer if there 
is a conflict of interest, including 
potential conflicts of interest (e.g. 
emotional or family ties between 

you and a third 
party with whom 
a  b u s i n e s s 
r e l a t i o n s h i p 
i s  b e i n g 
considered), or 
if you have any 
doubts. 

Report through 
t h e  I n t e r n a l 

Whistleblowing System described 
on page 44 of this Code any conduct 
which you believe is in violation of 
the Anti-Corruption Policy.

All Employees must at all 
times and in all places do 
what is in the best interest 
of the Group and must avoid 
any situation of conflict of in-
terest.

C O D E  O F  E T H I C S  A N D  G O O D  C O N D U C T

O B S E RV I N G  
T H E  R U L E S  
O F  G O O D  C O N D U C T 
W I T H  R E G A R D  
T O  T H E  G R O U P

The Group regards integrity and loyalty as 
fundamental values in that they are the 
foundation of the key trust that is essential 

to the success of our collective development. 

All Employees are expected to act fairly and 
impartially towards the Group at all times. 

AVOID ANY SITUATION 
THAT COULD GENERATE 

CONFLICTS BETWEEN 
YOUR DIRECT OR INDIRECT 

PERSONAL INTERESTS 
AND YOUR OBLIGATIONS 

TOWARDS  
THE GROUP 

03
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P ROT EC T I NG  A N D  R E S P EC T I NG  I N T E L L EC T UA L  
A N D  I N DUST R I A L P ROP E RT Y ( I P) 

CORE PRINCIPLES

The Group's intangible assets (IP) 
must be protected in the same 
way as its tangible assets. Each 
year, the Group devotes a sig-
nificant amount of money to this 
area, particularly in Research & 
Development (R&D). The Group 
must not be put at risk by behav-
iour that infringes its IP and/or the 
IP belonging to third parties.

WHAT ARE INTANGIBLE AS-
SETS OR IP?
These include trademarks, inven-
tions (whether or not they may be 
patented), patents, copyrights, 
trade secrets, know-how.

Warning: all Group employees 
who have made or contributed 
to the making of an invention 
must report such an invention in 
accordance with the applicable 
procedure.

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES)

Legal proceedings, in particular for 
infringement, in the event that the 
infringement of IP ( violating the 
rights of the Group or third par-
ties) causes damage warranting 
an award of damages. 

WHAT TO DO?

When negotiating and entering 
into commercial agreements and/
or partnerships (consortia, sub-
contracting, co-contracting, etc.):

   Never disclose or use the com-
pany's IP without first causing a 
Non-Disclosure Agreement or 
"NDA" to be signed and/or with-
out the express prior consent of 
the persons who have internal 
authority (see Maintaining In-
ternal and External Confidential 
Information on page 42 of the 
Code);

   Do not appropriate and/or use 
documents/information that 
may be subject to third-party 
IP, without first checking where 
they come from and if they can 
be freely used.

If you are the author of an inven-
tion, regardless of whether it can 
be patented or not, you must re-
port the invention in accordance 
with the "Invention Reporting Pro-
cedure".

U S E F U L 
L I N K S

•   the "Invention Re-
porting Procedure”

P R EV E N T I NG  F R AU D

CORE PRINCIPLES

The Group's funds and tangible as-
sets, which are the property of its 
shareholders, are made available 
to its Employees for strictly profes-
sional purposes and in the exclusive 
interests of the Group. 

Such funds and tangible assets in-
clude industrial installations, equip-
ment and financial resources.

Employees must do everything in 
their power to protect them and un-
der no circumstances may they be 
used for illegal purposes or for pur-
poses unrelated to 
Daher's business. 

It is strictly prohib-
ited to appropriate, 
damage or alter 
company proper-
ty or funds for personal use or to 
make such property or funds avail-
able to third parties for use outside 
the Group. 

It is also formally prohibited to use 
Group property or funds for per-
sonal gain, or to allow them to be 
used by other persons who are not 
employees or not authorised by the 
Group. 

No one may use the means of com-
munication made available by the 
Group for non-business purposes.
Employees must do their part in 
terms of internal control and dis-
semination of information, and 
strictly apply internal procedures in 
order to avoid any attempted exter-
nal fraud, concealment, deception 
or deceit (fraud directed against the 
Chairman, false invoices, etc.).

PENALTIES (EXCLUDING 
DISCIPLINARY MEASURES)

Criminal penalties:
   Up to 3 years’ imprisonment ; 

   Fines of up to 
45,000 euros for 
individuals and 
225,000 euros 
for legal entities;
   Additional pen-
alties.

WHAT TO DO?

Report any suspicious behaviour or 
operation using the Internal Whistle-
blowing System described on page 
44 of this Code. 

If you have any doubts, contact the 
Ethics Officer. 

Daher is particularly commit-
ted to upholding the values 
of responsibility and honesty 
that form the basis of mutual 
trust and confidence. 

The Group will have a ze-
ro-tolerance policy towards 
behaviour that puts the 
Group's activities and its rep-
utation or image at risk. 

EMPLOYEES MUST DO 
THEIR PART IN TERMS OF 
INTERNAL CONTROL AND 

DISSEMINATION  
OF INFORMATION
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P ROT EC T I NG  I N T E R NA L  
A N D  E XT E R NA L CON F I DE N T I A L I N FOR M AT ION

CORE PRINCIPLES 
All information (taking any form 
whatsoever) relating to the 
environment and Daher's business 
is an essential part of the Group's 
assets and is, by its very nature, 
confidential. 

What is meant by "confidential 
information"?
The term "confidential information" 
must be interpreted broadly. In 
particular, confidential information 
includes, but is not limited to, any 
information relating to people, 
products, studies, projects, 
industrial data, IP data, commercial, 
financial or industrial plans etc.....

Employees have a duty to 
safeguard and preserve the 
Group's tangible and intangible 
assets against any damage to 
their integrity, deterioration, theft 
or misappropriation and not to use 
such assets for personal purposes. 

To this end, it is up to each 
individual to ensure that 
confidential information is not 
disclosed outside the company, 
or even inside the company to 
unauthorised persons (seconded 
service providers, trainees, etc.) 
unless the appropriate framework 
and applicable internal procedures 
are complied with.

Each person is required to uphold 
this obligation of confidentiality, 
even outside the workplace and 
after leaving the Group. 

In  genera l ,  no external 
communications about the Group 
may be made by an unauthorised 
person without prior written 
approval by the supervisor or the 
Department in charge of external 
communications.

SANCTIONS
Any disclosure or use of 
confidential information (of the 
Group or any third party) outside 
(or even inside the Group, to 
unauthorised persons), in violation 
of internal procedures, is likely 
to cause serious damage to the 
interests of the Group and may 
therefore result in disciplinary 
action up to and including 
dismissal. 

WHAT TO DO? 
   Do not disclose any Group 
confidential information without 
causing a confidential ity 
agreement or Non-Disclosure 
Agreement ("NDA") to be signed 
in accordance with the specific 
guide entitled "Guidelines for 
Non-Disclosure Agreements 
("NDA") and the rules for the 
disclosure of confidential 
information";

   If you have any doubts about 
the need to supplement the 
existing NDA with a specific 
confidentiality agreement 
with the individuals receiving 
the confidential information, 
you should contact the Legal 
Department, which will be able 
to advise you;

   Do not disclose confidential 
information belonging to a third 

party without first obtaining the 
written consent of the third 
party in question and the 
written consent of any person 
authorized for this purpose (your 
direct supervisor or the Ethics 
Officer);
   Never give access to network 
directories to unauthorised 
persons or, without first checking 
with the Information Systems 
Department that the required 
level of protection is provided, 
to Group employees located 
outside the national territory;

   Use the information system 
appropriately: secure your 
computer's access codes and 
do not misplace them, do not 
lend your computer equipment, 
contact only the computer 
support approved by the Group, 
do not install any software that 
is not approved by the Group's 
information system. Consult and 
scrupulously follow the Group's 
IT Charter.

 

U S E F U L 
L I N K S

     The internal specific 
guide "Guidelines 
for Non-Disclosure 
Agreements 
(NDAs) and Rules 
for the Disclosure 
of Confidential 
Information"

M A NAG I NG  A N D  R E TA I N I NG  
D O C U M E N TS 

CORE PRINCIPLES

The proper management and 
retention of our documents 
ensures a balanced relationship 
with the third parties in which our 
Group is involved and secures the 
Group's rights and interests in the 
event of an audit carried out during 
an administrative inspection, a 
dispute or a regulatory audit. 

PENALTIES
Fa i lure  to  comply wi th 
company rules in this regard 
may result in disciplinary 
action being taken against you 
 and may even lead to dismissal.

WHAT TO DO?
   Ensure at all times that 
commitments made with third 
parties (suppliers, customers, 
service providers) are backed 
up by a legal agreement, an 
order or any other document 
that is  legal ly binding; 

   Insist, as far as possible, that 
commitments be drawn up by 
means of contracts based on 
the templates made available 
by the Legal Department; 

   Ensure that legal documents 
are negotiated, approved and 
signed according to defined 
internal procedures;

   Draft all documents bearing in 
mind the implications that their 
content may have for the Group;

   Check the internal procedures 
for destroying, retaining or 
archiving documents.
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This guide is intended to inform Group employees and 
external and occasional employees of the conditions 
governing the use of the internal whistleblowing system 
implemented by the Group in accordance with the legal and 
regulatory requirements of Act No. 2016-1691 of 9 December 
2016 (the "Sapin II" Act) and Decree No. 2017-564 of 19 April 
2017. 

This whistleblowing system has been duly declared to the 
French National Commission for Information Technology and 
Civil Liberties (Commission Nationale de l'Informatique et 
des Libertés ("CNIL")) and complies with the conditions of the 
CNIL deliberation no. 2017-191 dated 22 June 2017 (AU-004).

This guide recalls the various rights and obligations related 
to personal data as defined in the Data Protection Act (Act 
No. 78-17 of 6 January 1978 on data processing, data files 
and individual liberties), and the General Data Protection 
Regulations "RGPD".

T H E  W H I S T L E B L O W I N G  
P R O C E D U R E  I S  C A R R I E D 
O U T  I N  3  S T E P S

I N T E R N A L  W H I S T L E B L O W I N G  U S E R ’ S  G U I D E

TO QUALIFY FOR  
 WHISTLEBLOWER STATUS, THE 
FOLLOWING CRITERIA MUST BE MET: 

   MUSTbe an individual and not a legal entity;
   Must be acting in a disinterested manner (the action must not be 
motivated by revenge or the expectation of personal gain);
   Must be carried out in good faith (i.e. the person must have a 
reasonable belief that the facts are true at the time of reporting 
them and not be motivated by malicious intent);
   Must have personal knowledge of the facts which are reported and 
it must be possible to physically verify said facts (no speculation 
or hazardous deduction, nor reporting on behalf of others, etc.);
   Must report the facts as set out in point 2 below on page 46 and 
follow the graduated procedure for collecting alerts described in 
point 3 below on page 46.
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WHAT ARE THE 
FACTS THAT CAN
BE REPORTED?

Any fact, which has come to the 
Employee's personal attention, 
and which may constitute:
   A felony or misdemeanour;

   A serious and manifest violation 
of:
-   an international commitment 

which has been ratified or 
approved by the French 
Government

-  a unilateral act of an international 
organisation undertaken on the 
basis of such a commitment 

- laws 
- regulations ;

   Threats or anything which might 
negatively impact the general 
interest;

   Any behaviour or situation 
contrary to the Code that 
constitutes corruption or 
influence peddling;

   Any serious risk to or infringement 
of the human rights and basic 
freedoms, as well as the health 
and safety, of persons and the 
environment, resulting from 
the Group's activities and the 
activities of its subcontractors 
and suppliers in France and 
abroad.

HOW IS THE 
WHISTLEBLOWER 
PROCEDURE CARRIED 
OUT?

STEP 1: 
Refer the matter internally
 You can refer the matter internally 
by logging into a "secure and 
encrypted" address hosted on 
an external supplier's website (for 
more details, see the My Legal 
Ethics and Compliance section 
of the Group's intranet). This will 
ensure the confidentiality of your 
actions. The anonymity of the 
whistleblower is guaranteed as the 
internal whistleblowing system does 
not record IP addresses or other 
metadata (i.e. data that can identify 
the person triggering the alert). 

IT should be noted that  : You 
can skip to Step 2 if you can 
demonstrate that: 
• The alert was not handled 
internally within a reasonable 
amount of time and/or
• There is a serious and imminent 
danger or risk of irreversible 
damage.

PLEASE NOTE
Failure to comply with Step 1, for 
any other reason, will cause you to 
lose the legal protection granted 
to whistleblowers.

STEP 2: 
Refer the matter to  
the competent judicial, 
administrative or regulatory 
authority
Condition: if the alert has not 
been handled in Step 1 within a 
reasonable time. Depending on 
the subject of the alert, you may 
refer the matter to: the judicial 
authority (public prosecutor, 
judge) or administrative authority 
(prefect, inspectorates, French 
Anti-Corruption Agency (Agence 
Française Anti-corruption or "AFA"), 
regional health agency, etc.) or the 
competent professional body (Bar 
Association, National Orders of 
Doctors, Accountants, Notaries, 
etc.).

STEP 3: 
Publicise the alert  
(media, associations, NGOs, 
trade unions)
IT should be noted You can skip to 
Step 3 if you can demonstrate that: 
   The alert has not been handled 
within 3 months by the authority 
referred to in Step 2 and/or;

   There is a serious and imminent 
danger or risk of irreversible 
damage, and this requires 
overriding Step 1 and Step 2.

IT should also be noted that AT 
each of these steps, you can 
contact the French national 
ombudsman (Défenseur des 
droits) who will direct you to the 
relevant body to handle the matter.

Characteristics and terms of the 
internal whistleblowing system
   Main characteristics

The internal whistleblowing 
system only applies to Step 1.

PLEASE NOTE
the internal whistleblowing 
system is not capable of handling 
emergency situations. In the 
event that there is a serious 
and imminent danger or risk of 
irreversible damage, you must skip 
to Steps 2 or 3 above.

To ensure that Employees 
have an effective right to issue 
alerts in accordance with legal 
requirements, the Group has set 
up a whistleblowing system, which 
is described in detail in My Legal 
- Ethics and Compliance section 
on the Group's intranet.

This whistleblowing system makes 
it possible to ensure: 
   Absolute confidentiality with 
regard to the identity of the 
whistleblower, the facts reported 
and the persons targeted by 
the alert, including during the 
necessary checks and the 
handling of the alert;

   Absolute confidentiality with 
regard to any interactions 
following the alert.

   How to use the system
Prior to sending an alert: 
   Before reporting any of the 
above facts: make sure you are 
qualified to be a whistleblower;

   Log into the Group's intranet 
( M y L e g a l ,  E t h i c s  a n d 
Compliance section) which will 
give the address to connect to 
the external supplier's website. ;

P L E A S E  N O T E
Facts, information or documents, whatever their medium, covered by national defence secrecy, 
medical secrecy or the secrecy of relations between a lawyer and his or her client may not be the 
subject of an alert within the framework of the whistleblowing system. 

WHO CAN USE THE INTERNAL WHISTLEBLOWING SYSTEM?

All Employees ( internal employees and external and occasional employees of the Group) may use the 
internal whistleblowing system, but such use remains optional and at the employees’ own discretion. 
The system does not replace the usual internal reporting channels. As such, Employees may, at the same 
time or as an alternative to the internal whistleblowing system, refer the matter to their supervisor, their 
human resources manager, the Ethics Officer and/or employee representatives.
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   Once on the external supplier's 
website, provide the following 
information: the type of facts to 
be reported (acts of corruption, 
health, safety and environment, 
miscellaneous), your identity 
(unless you wish to remain 
anonymous), the most precise 
description possible of the facts 
you wish to report (if possible, 
include with your message any 
relevant documents or files to 
corroborate the report). 

Sending / receiving / checking 
for acceptability / processing of 
the alert: 
   Confirm that you want to 
send your alert by clicking on 
the "Send" button. Your alert 
will then be transmitted and 
processed by the Ethics Officer 
under the strictest security and 
confidentiality and in accordance 
with the applicable rules on the 
protection of personal data. After 
receiving a notification, the Ethics 
Officer will access the alert using 
a personal password and a 
secondary password;

   After sending your alert, you will 
receive an acknowledgement 
of receipt right on the screen 
that will contain a username 
and password allowing you to 
access a reserved and secure 
area. You can access this area by 
clicking on the " Tracking" button 
on the website's home page. This 
acknowledgement of receipt 
does not mean that the alert is 
deemed to be acceptable;

   You will be kept informed of 
the progress of the processing 
of your alert and when it is 
closed. Before the alert is 
further processed, checks will 
be carried out within 15 days 

to ensure that it falls within the 
scope of the system in question 
(conditions mentioned above). 
If this examination shows that 
the alert cannot be deemed 
acceptable (lack of seriousness, 
bad faith of the author, abusive 
denunciation, the facts reported 
are unverifiable or insufficiently 
substantiated), the author will be 
informed thereof and the alert 
will be filed and archived; 
   In the event that an acceptable 
alert is processed, such 
processing may give rise to 
investigations conducted 
internally by members of the Risk 
Committee, who are specially 
authorised for this purpose and 
bound by a heightened obligation 
of confidentiality or sometimes 
by using external agents to 
conduct any investigations 
deemed necessary and such 
investigations will continue to be 
treated in strictest confidence. 

The person(s) concerned by the 
alert will be informed (without 
ever revealing the identity of the 
author):

   of any personal data regarding 
them which has been recorded 
in order to allow them to object, 
on legitimate grounds, to the 
processing of such data in 
accordance with the French Data 
Protection Act (Loi Informatique 
et Libertés);

   of the allegations against them 
so that they may have the 
opportunity to respond to them 
in the course of the investigation.

IT should be noted that: 
Notwithstanding this, and in 
particular so as to prevent any 
useful evidence from being 

destroyed or tampered with, the 
person(s) concerned by the alert 
may be notified of the alert once 
the necessary precautionary 
measures have been taken to 
safeguard the evidence.

Data retention/destruction: 
   Any data relating to an alert that is 
not deemed to be admissible or 
that does not give rise to any action 
(and in particular to any judicial 
and/or disciplinary proceedings) 
shall nevertheless be kept and 
archived as "closed without 
action" after all admissibility and 
investigation actions have been 
closed. The whistleblower and 
the persons targeted by the alert 
will be notified once the alert has 
been closed;

   Any data relating to alerts that are 
deemed admissible and that give 
rise to judicial and/or disciplinary 
proceedings (against the person 
concerned by the alert or the 
whistleblower issuing an abusive 
alert) will be kept until the end 
of the proposed procedure and 
then archived, in accordance with 
the rules in force. 

WHAT PROTECTION 
IS GRANTED TO 
WHISTLEBLOWERS?

Confidentiality guarantee
As part of the Group's internal 
whistleblowing system, the 
whistleblower is guaranteed the 
strictest confidentiality. Every effort 
shall be made to ensure that the 
whistleblower's identity is never 
revealed to the person(s) involved 
in the alert throughout the entire 
procedure. The content of the alert 
will not be shared with any person 
outside the Risk Committee, 

composed of a limited number of 
persons responsible for handling 
the alert, except in cases where it is 
strictly necessary to involve one or 
more other persons to handle the 
alert; in which case, such person(s) 
will be subject to a heightened 
obligation of confidentiality. 

However, this obligation of 
confidentiality will not apply 
in the event of any disclosure 
which may be necessary in the 
course of judicial or administrative 
proceedings.  

Absence of disciplinary or 
criminal proceedings
No employee using the 
alert system in good faith 
and in compliance with the 
whistleblowing rules may under 
any circumstances be subject to 
any discrimination, retaliation or 
demotion, disciplinary action or 
criminal prosecution.

The Group will not tolerate any 
direct or indirect reprisals against 
whistleblowers or persons assisting 
in the investigations conducted 
in connection with the handling 
of the alert. Any such reprisals 
may result in disciplinary action 
up to and including termination 
of the employment contract in 
accordance with applicable law. 

As a reminder, any person who 
is found guilty of obstructing the 
transmission of a whistleblower 
alert, disclosing the identity of a 
whistleblower or filing a complaint 
of abusive defamation against a 
whistleblower will be subject to 
severe criminal sanctions (up to 
2 years in prison and a fine of 
€30,000, depending on the case). 

Ensuring the rights to access, 
rectify and object to personal 
data
Whistleblowers, as well as 
person(s) targeted by the alert, 
are entitled to access their 
personal data and, if such 
data is inaccurate, incomplete, 
ambiguous or outdated, request 
that it be corrected or deleted, in 
accordance with Articles 39 and 
40 of the French Data Protection 
Act (Loi Informatique et Libertés). 
Any request to this end must be 
sent to the Legal Department.

Under no circumstances may 
the person(s) targeted in the 
alert request or obtain, at such 
time, information concerning the 
identity of the whistleblower. 

WHAT IS THE WHISTLEBLOWER'S 
LIABILITY?

So that you do not lose the 
protection provided by law and do 
not expose yourself to prosecution, 
including criminal prosecution, it is 
strongly recommended that you:
   carefully check that you can 
claim whistleblower status;

   follow the incremental procedure, 
following the order of Steps 1 to 3 
above, except in the exceptions 
listed above;

   avoid all generalisations, 
excesses or accusations that 
are not supported by evidence 
and cannot be physically verified: 
be sure to gather all evidence 
(letters, reports, testimonies) in 
advance of the alert in order to 
build a case file to support the 
alert you are planning to issue.

IT should be noted that: If you 
have any doubts before issuing 
a whistleblower alert, it is better 
to ask an expert, and in particular 
the French national ombudsman 
(Défenseur des droits) or the Ethics 
Officer or any legal advisor who is 
bound by professional secrecy.

W A R N I N G :
as a whistleblower, you 
are liable to criminal 
prosecution, in particular 
for false accusations (if 
the facts reported are 
partially inaccurate) or 
for defamation if you 
publicly disclose the 
facts reported and/or 
the identity of the person 
or persons concerned by 
the alert, except in cases 
where there is a legitimate 
need to resort to Step 3 
(if no response has been 
received in Step 2 and/or 
in urgent cases that would 
warrant not bringing the 
matter before the relevant 
body). 

Such criminal penalties 
do not preclude any 
disciplinary penalties which 
may be imposed on you if 
you are an employee. 
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